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CYBER SECURITY INTERNSHIP PROGRAM

This internship program provides students with practical experience in the field of
cybersecurity. Through hands-on training, real-world projects, and mentorship, students will
gain valuable skills and insights into the various aspects of cybersecurity, including threat
detection, incident response, network security, and ethical hacking.

Course Objectives:
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Gain practical experience in cybersecurity through real-world projects.
Develop skills in threat detection, incident response, and network security.
Learn ethical hacking techniques and tools.

Understand the importance of cybersecurity in modern organizations.
Apply theoretical knowledge to solve practical cybersecurity challenges.

Develop professional communication and teamwork skills.

***COURSE OUTLINE***

WEEK 1-2: INTRODUCTION TO CYBERSECURITY
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Overview of cybersecurity concepts and principles
Understanding common cyber threats and attack vectors
Introduction to cybersecurity tools and technologies

Ethical and legal considerations in cybersecurity

WEEK 3-4: NETWORKING FUNDAMENTALS
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Basics of networking protocols and architecture
Network security principles and best practices
Hands-on exercises on configuring firewalls, routers, and switches

Introduction to network monitoring and intrusion detection systems

WEEK 5-6: OPERATING SYSTEMS SECURITY
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Introduction to operating systems security
Security features of popular operating systems (Windows, Linux, macQOS)
User authentication and access control

Hardening operating systems for security



WEEK 7-8: ETHICAL HACKING

» Introduction to ethical hacking and penetration testing
» Common hacking techniques and methodologies
» Hands-on labs on reconnaissance, scanning, and exploitation

»  Ethical considerations and legal implications of ethical hacking

WEEK 9-10: CRYPTOGRAPHY AND DATA SECURITY

»  Basics of cryptography and encryption algorithms
» Secure data transmission and storage techniques
»  Public key infrastructure (PKI) and digital certificates

» Hands-on exercises on implementing encryption and decryption

WEEK 11-12: ADVANCED TOPICS IN CYBERSECURITY

» Emerging trends and technologies in cybersecurity
» Cloud security and virtualization
» Internet of Things (loT) security

»  Security in mobile computing and applications

WEEK 13-14: CYBERSECURITY PROJECT

»  Students will work on a real-world cybersecurity project under the guidance of industry
mentors
» Project presentations and demonstrations

» Reflection and assessment of the internship experience

WEEK 15: FINAL ASSESSMENT AND CONCLUSION

»  Final assessment of student learning outcomes
» Reflection on the internship experience and future career goals

» Certificate presentation and closing ceremony



